NudopMannoHHass naMATKA A5 00VIAIONIUXCH IS
pasMelienus Ha odunuaabHbLIX UHTEpHET-pecypcax

C KaxIpIM TOAOM MOJOJECKH B HHTEPHETE CTAHOBUTHCS
OoJibllle, a IIKOJBHUKU OJHU M3 CAMbIX aKTUBHBIX IMOJIb30BaTEIICH
Pynera. Mexnay TemM, NOMHMO  OrPOMHOIO  KOJHAYECTBA
BO3MOKHOCTEM, MHTEPHET HECET W MpoOJeMbl. DTa MaMATKa JOJDKHA
oOMO4Yb TeOe 0€30MacHO HAaXOAUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX
nporpaMM, OTJIUYUTEIBHONM OCOOCHHOCTBIO KOTOPOW  SIBISIETCS
CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B 1momoiHeHuWe K 3TOMY, BHUPYCHI
MOT'YT MOBPEAWTHh WM TIOJHOCTHIO YHUUYTOXHUTH Bce (allabl u
JaHHBIE, TIOJIKOHTPOJIBHBIE TIOJIH30BATEII0, OT UMEHH KOTOPOTro ObLia
3amylleHa 3apakEHHasi MporpamMMa, a TAaKXKE IMOBPEIAUTh WU JaxKe
YHUYTOXKUTH ONEPAITMOHHYIO CUCTEMY CO BceMH (haitiamu B 11esioM. B
OOJIBIITMHCTRBE CIIy4YaeB pacpOCTPAHIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToibl 3a1IUTHI OT BPEJIOHOCHBIX ITPOTPAMM:

1. Mcnonb3yii COBpEMEHHBIE ONIEPAIIUOHHBIE CUCTEMBI,
UMEIOIINUE CEPHE3HBIN YPOBEHBD 3aIMUTHI OT BPEAOHOCHBIX
Iporpamm;

2. IlocTostHHO ycTaHaBIuWBali IMadTH (HUMPOBBIC 3aILIATKH,
KOTOpPhIE aBTOMATHMYECKH YCTAHABIMBAIOTCA C  IEJbIO
JOpaOTKH IpOrpaMMbl) W JPyrHe OOHOBJICHUS CBOCH
omeparoHHON  cuctembl. (CkaumBaliT WX  TOJBKO C
odpunuanbHOoro caira paspaborunka OC. Eciau cymecTByer
PEXKUM aBTOMATHICCKOT'O OOHOBJICHHUS, BKIIFOYH €TO;

3. Paboraii Ha cBoeM KOMIIBIOTEPE IO MPaBaMHU IOJIH30BATEIIS,
a HE aJIMHHHCTpaTopa. DTO HE T03BOJHUT OOJBIIHHCTBY
BPEIOHOCHBIX MPOrpaMM HHCTAUIMPOBATHCS HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnosib3y¥l aHTUBUPYCHBIE IPOTPAMMHBIE MPOTYKTHI
WU3BECTHBIX MPOU3BOUTENCH, C ABTOMATHYECKUM
OOHOBJICHUEM 0a3;

5. Orpannub (U3UYECKUII JOCTYIl K KOMIIBIOTEpPY IS

MOCTOPOHHUX JIUII;
6. Mcnonb3yii BHEIIHHE HOCUTENN HH(POPMALINH, TAKHE KaK



¢nemka, TUCK WK (ailsr U3 UHTEPHETA, TOIBKO U3
MIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBali KoMmblOTepHBIE (albl, MOJTy4YCHHBIE U3
HEHAIEKHBIX MCTOYHUKOB. Jlaxke Te aitnbl, KOTOpbIE
IIpUCIIal TBOM 3HAKOMBIN. Jlydllle yTOUHU y HETO, OTIPABIISI
71 OH Te0e uX.

Cetu WI-FI

Wi-Fi - 370 He BUJ nepeaavyn JaHHBIX, HE TEXHOJIOTHS, a BCETO
muib Openn, mapka. Eme B 1991 romy HuaepiiaHiackas KOMIaHUS
3aperucTprupoBaa OpeHz «WECA», 9TO 0003Havajo
cinoBocouetanne «Wireless Fidelity», koTopblii mepeBomuTCsS Kak
«OeCTpoOBOTHAST TOYHOCTH.

Jlo Hamrero BpeMEHHM Joluia Apyras adbOpeBuaTypa, KOTOpas
SIBIIIETCS TAKOMH e TexHojoruei. I1o abopesuarypa «Wi-Fi». Takoe
Ha3BaHKWE OBUIO JJAHO C HAMEKOM Ha CTaHJapT BBICIIMH 3BYKOBOMU
texuuku Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTDY.

Jla, OecnnaTHBIA HWHTEpPHET-IOCTYNn B Kade, oTensIx u
a’ponopTax SBIAETCA OTIUYHOU BO3MOKHOCTBIO BBIXOJIa B MHTEPHET.
Ho mMHorme skcneptsl cuuTaroT, uto obmienoctymnubie Wi-Fi cetn He
ABIIAIOTCS] O€30MACHBIMHU.

CoBeThl 110 6€301TaCHOCTH PadoTe B OOIIEIOCTYITHBIX CETIX

Wi-fi:

1. He mepemaBaii cBoro JHYHYI0 HHpOpMALMIO  Yepe3
obmenocrynasie Wi-Fi cetu. Pabotas B HUX, jKeIaTeIbHO HE
BBOJMUTH MApPOJIH IOCTYTIA, TOTUHBI U KAKUE-TO HOMEPa;

2. Ucrionp3yli u OOHOBISIH aHTHUBUPYCHBIC IIPOTPaMMBI H
OpanagMaysp. Tem caMbIM Thl 00€30MaCHUIIb CEOS OT 3aKaUKH
BHpPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonpzoBanuu Wi-Fi oTkmoun dyukmuo «OOmmmi
nocTyn K ¢ainam u npuHTepam». JlaHHas GyHKIHS 3aKphITa
M0  yMOJNYaHUWIO, OJHAKO HEKOTOPhIE  MOJIb30BATEIIH
AKTUBHPYIOT €€ I yIoOCTBA MCIOJIB30BAHUSA B pabOTe WIIH
yueoe;

4. He ucnonwp3yit nyonuunsidi WI-FI nnga nepenaum nuusbIx
JAHHBIX, HAPUMEpP IS BBIXOJa B COIMAJIBHBIC CETH WU B
AIIEKTPOHHYIO TTOYTY;

5. Mcnonb3yii TOJIBKO 3amuineHHoe coenuuenue depe3 HTTPS,
a ve HTTP, T.e. mpu nHabope BebO-aapeca BBOAM HMEHHO



6.

«https://»;
B Mo6unbHOM Tenedone otkimoun Gynkiuio «lloakmoueHue
k Wi-Fi aBromarnueckn». He momyckaii aBTOMaTHYECKOIO
nojKiroueHus  ycerpoiictea k cersim  Wi-Fi 6e3  TBoero
corjacwusi.

ConyasibHbIE CETH

CornuanbHple CETH aKTHBHO BXOISAT B HAIy JKH3Hb, MHOTHE
J0ad paboTaloT M JKUBYT TaM IIOCTOSHHO, a B Facebook yixke
3apErUCTPUPOBAH MUJIIHAP YEIOBEK, UYTO SBISETCS OJHOU CEIbMOM
BCEX JKMTENCH IIaHeThl. MHOTHE IOJIL30BATENIM HE IMOHUMAIOT, YTO
uH(pOpMAaIIUs, pasMelIeHHas UMH B COI[HAIBHBIX CETSIX, MOXKET OBITH
HaliJIcHa ¥ UCII0JIh30BaHa KEM yrOJHO, B TOM YHCJIE HE 00s3aTeIbHO C
OJIarMMH HaMEPEHHUSIMH.

OCHOBHEIE COBETHI 110 0€30IACHOCTH B COLMAILHBIX CETAX:

1.

Orpanudb CHUCOK JApy3ei. Y TeOs B JIPy3bsSiX HE JOJDKHO
OBITH CITy4allHBIX U HE3HAKOMBIX JIIOJICH;

3amuiiaii CBOI YAaCTHYK KHM3Hb. He yka3piBail mapoiiu,
TenedoHbl, ajapeca, JaTy TBOETO POXKICHHUS U APYTYIO
JUYHYIO uH(bOpMaIIHIO. 310yMBIIIJICHHUKHT MOT'YT
UCIIONIB30BaTh Jake WH(OOpPMAIHMIO O TOM, KaK Thl U TBOH
pOAUTENH IIAHUPYETE MIPOBECTH KAHUKYJIBI,

3amuinai CBOI PEIyTaIUIO - IEPKH €€ B YHCTOTE W 3aj1aBail
cebe BOmpoc: XOTea OBl THI, YTOOBI APYTHE IT0JIH30BATCIIH
BUJICJIM, YTO ThI 3arpykaemib? [logymaii, pexae 4eM 4To-TO
omyOJMKOBATh, HAITUCATh U 3aIrPy3UTh;

Ecau Thl roBopHIb C JIOJBMHU, KOTOPBIX HE 3HAcllb, HE
UCIIONB3yH CBOE pPEajJbHOE UMA U JPYTYK JIMYHYIO
uHbOpMAIKM: WM, MECTO J>KHUTEIbCTBA, MECTO y4eObl W
pouee;

N3berait pasmemenust (ororpadmit B MHTEpHETE, T/AE THI
N300paKeH HAa MECTHOCTH, MO KOTOPOW MOXKHO OIPEaeIUTh
TBO€ MECTOITOI0KEHNUE;

[Ipu peructpamuu B CONMATBHOW CETH HEOOXOIUMO
HCIIOIb30BaTh CIOXKHBIE MAPOJIM, COCTOSIIIUE U3 OYKB U IUDP
M ¢ KOJTMYECTBOM 3HAKOB HE MEHeeE §;

JI1s1 couralbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOJIUMO
WCIIOJIb30BaTh pa3Hble mapoiu. Toraa eciu TeOs B3JIOMAIOT,
TO 3JIOYMBIIUUIEHHUKH TOJy4YaT OOCTYN TOJIBKO K OJHOMY



MECTY, a HE BO BCE Cpa3sy.
DJIEKTPOHHBIC ICHBI' A

DJIeKTpOHHBIE JEHBIM — OATO OYE€Hb YAOOHBIM CIOCOO
IJIaTexeh, OJHAKO CYIIECTBYIOT MOIIEHHHUKH, KOTOPbIE XOTST
MOJIYYUTb 3TU JICHBIU.

DJIEKTPOHHBIC JCHBIH IMOSBUINCH COBCEM HEAABHO W HMMEHHO
M3-3a 3TOr0 BO MHOTHX I'OCYJIapCTBaxX J0 CUX IOp HE MPOIMHUCAHO MPO
HHUX B 3aKOHAaX.

B Poccum xe oHM (YHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B
3aKOHE, TJ¢ MX pa3JcisaioT Ha HECKOJbKO BHIOB - aHOHUMHBIC M HE
aHOHUMHBIE. Pa3Huila B TOM, 4TO aHOHUMHBIEC - 3TO T€, B KOTOPHIX
paspemaercss  OPOBOAMTH  omepauuu  0e3  maeHTU(UKaAIuu
MOJIb30BaTeNsl, @ B HEAHOHUMHBIX WIACHTU(HUKAIIUKM T10JIh30BATEIIS
SBJISICTCS 0053aTEIBHOM.

Taxke clemyer pas3IuyaTh >JICKTPOHHBIC (HATHBIE JACHBIU
(paBHBI TOCYJIApPCTBEHHBIM BaJIOTaM) M JJICKTPOHHBIC He(DHUATHBIC
JIeHbI'U (HE paBHBI TOCYAAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 10 0O€30IMacHOW paboTe C AICKTPOHHBIMHU

JIeHbraMH:

1. [IpuBskn K cuery MOOWMIIBHBIH TeledoH. OTO caMbId
yIOOHBIM M OBICTPBIN CITIOCOO BOCCTAHOBUTH JIOCTYII K CUETY.
[IpuBsizaHHBIM TelePOH MOMOXKET, €ClIM 3a0yAcIib CBOU
IJIATEKHBIA MApOJib WIM 3alJClib HA CAlUT C HE3HAKOMOIO
YCTPOWCTBA;

2. Mcnonp3yii ogHopa3oBbie maposu. [locie mepexoaa Ha
YCHWJICHHYIO aBTOpHU3AIIMIO TeOe y)Ke He OyaeT yrpokaTh
OTMACHOCTh KPaKH WJIM TIepexBaTa IJIaTeKHOTO MapoJis;

3. Be1Oepu cioxHbiit maposb. [IpectynmaukaM OyneT He TPOCTO
yrajgath CIJIOXHBIM mnapoiab. HanexHele mapoin — 3TO
MapoJIk, KOTOPhIE€ COAEP AT HE MEHee 8 3HAKOB M BKIIFOYAIOT
B ce0s CTPOUYHBIC M MPOIHUCHBIC OYKBBI, ITU(PPHI U HECKOIBKO
CHMBOJIOB,  TaKMe€  Kak 3HaK  jojuiapa,  (QyHTa,
BOCKJIMIIATEIBHBIN 3HAK U T.11. Hampumep, StRONQ!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIE HA CalTax, KOTOPHIM HE
JIOBEPSICIIIb.

DJIEKTpOHHAs TOYTa

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUSI W TPEIOCTaBIIsIEMbIC

€10 YCIIYTU MO MEPEChUIKE U MOJYYEHHUIO SJIEKTPOHHBIX COOOIIECHHUIH,



KOTOpbIE  paclpeiessitoTcss B KOMIbIOTEpHOW ceTu. OOBIYHO
AJIEKTPOHHBIM MOYTOBBIA SAIIMK BBITVISIAUT CIEIYIOMIUM 00pa3oM:
UMsI_TIOJI30BaTENsI(@UMSL_JoMeHa. Takke KpoMme nepeiadyu mpocToro
TEKCTa, UMEETCSI BO3MOXKHOCTD TepeiaBaTh (hailibl.

OcHoOBHBIE CcOBeThl MO 0O€30MacHOM pabdoTe € 3IEKTPOHHOM
ITOYTOW:

1. Hago BBIOpaTh MpaBWIIBHBIN MMOYTOBKIN cepBHC. B nHTEpHETE
€CTh OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB,
OJIHAKO JIy4IlI€ JOBEPATh T€M, KOrO 3HAEIIb U KTO MEPBBIA B
pPEUTHHTE;

2. He yka3biBaii B TMYHOMN MOYTE JIMUYHYIO HH(OPMALIHIO.
Hanpuwmep, nyuiie BeIOpaTh «My3bIKAJIbHBIN (paHAT@» WIn
«pok2013» BmecTo «Temal3»;

3. Mcrnonp3yi IBYXATalHYI aBTOPHU3ALINI0. DTO KOTrJia TOMUMO
1apoJis HY>KHO BBOJIUTH KOJI, MpUChIIaeMblii 1o SMS;

4. BpiOepu cl0HBIN Mapob. J[J1 KaXka0ro MOYTOBOTO SIIITUKA
JTOJDKEH OBITh CBOM HAaJIe)KHBIN, YCTOMUUBBIN K B3JIOMY
1apoJib;

5. Ecnu ecTh BO3MOXHOCTh HallUCaTh CAMOMY CBOM JIMUHBIM
BOIIPOC, UCMOJIb3YH 3TY BO3MOKHOCTH;

6. Mcnmonb3yid HECKOJBKO IIOYTOBBIX SIMUKOB. IlepBbi miist
YAaCTHOW TMEPENUCKH C ajpecaraMiu, KOTOPbIM Thl IOBEPSICIIb.
DTO DSIEKTPOHHBIA aJpec HE HaJl0 HCMOJIb30BaTh IIpU
perucrtparuu Ha popymax u canTax;

7. He oTkphiBaii (haiyibl ¥ IPyTUC BIOXKEHHS B MUCHMaX Ja)e
€CJIM OHHU MPHUIILIA OT TBOUX ApPY3eu. Jlydiie yTouHu y HUX,
OTIPABJISUITH JIK OHU TeOe 3TH (ailiibl;

8. Ilocie okoH4aHust pabOTHI HA TOYTOBOM CEPBUCE MEPE]
3aKpBITUEM BKJIAJIKH C CATOM He 3a0y/1b HaKaTh Ha
«Bb1iATI?.



KI/I6€p6yJ'IJ'II/IHF WA BUPTYAJIbHOC U3/1CBATCIILCTBO

KubepOymmuar — npeciieIoBaHue COOOIIICHUSAMH,
CoJIep KaIlUMK OCKOPOJICHUS, arpeCcCHIO, 3alTyTHBAHKE; XyJIUTaHCTBO;
colMaibHOe OOWKOTHPOBAHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIITMHTOM

1.

He Opocaiics B Ooii. Jlyummii crmoco0: MocoBEeTOBAThCS Kak
ce0s BECTH U, €CITU HET TOro, K KOMY MOXHO OOpaTUTHCS, TO
BHaYaJlc YCIOKOUThCA. Ecau Thl HaYHENIb OTBEYaTh
OCKOpOJICHHSIMU Ha OCKOPOJICHHWS, TO TOJIBKO eIie OOoJIbIe
Pa30oXKKEITb KOH(PIIHUKT;

2. YrpaBisii cBoel kubeppernyraiuei;
3. AHOHUMHOCTH B c€TH MHUMAas. CyIIeCTBYIOT CITOCOOBI

BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
He crout Bectn XynuraHckuii o0pa3 BUPTyaIbHOM KU3HHU.
HNuTtepHeT pukcupyer Bce TBOM JACHCTBUS M COXPaHSET UX.
VY nanuth ux Oyaer KpaifHe 3aTpyIHUTEIBHO;

5. Cobiro1aii CBOM BUPTYaIbHYIO YECTh CMOJIONY;
6. IrHopupyit eiuHUYHBIA HeratuB. OHOpPa30BbIC

OCKOpOHUTEIIbHBIC COOOIICHUS JIYUIlle UTHOPHUPOBATD.
OOBIYHO arpeccus MpeKpaIlaeTcs Ha HaYyalbHOW CTaINH;

. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH

COOOIIICHUSAMHU, B COIMAIBHBIX CETIX €CTh BO3MOXHOCTH
OJIOKMPOBKHM  OTIPABKA COOOIIEHWH C  ONpPEICIICHHBIX
aJIPeCoB;

Ecnmm Th1 cBuaeTens kuOepOyummHra. TBOM JIEHCTBUSA:
BBICTYIIUTD IPOTUB IIPECiIe0BATEINs, T0Ka3aTh €My, YTO €Tr0
NEHUCTBHS OICHUBAIOTCS HETATHBHO, IOJJIEPKaTh JKEPTBY,
KOTOPOW HY)XHA TICHXOJOTHYECKass IIOMOIb, COOOIIUTH
B3POCJIBIM O (paKTe arpeCCHBHOTO MTOBEJICHHS B CETH.

MoOunbHBIN TelreoH

CoBpemenHble cMapThHOHB W TUIAHIIETHI COJEpKaT B cebe
BIIOJIHE B3POCJBIN (PYHKITMOHAJ, U TEIIEph OHU MOTYT KOHKYPHPOBATh
CO CTallMOHApHBIMU KoMIlbloTepamu. OMHAKO, CPEICTB 3aIlUThI JJIs
MOJOOHBIX YCTPOMCTB TOKAa OYEHb Majo. TecTHpoBaHHME W IIOMCK
YA3BUMOCTEN B HUX MTPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1y [IK, To
K€ camMoe KacaeTcsl 1 MOOMJIbHBIX MTPUITOKEHHM.



KI/I6ep6yJ'IJ'II/IHF WA BUPTYAJIbHOC U3/1CBATCIILCTBO

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MpaKTHUUYeCKH
JIOTHAJIM HACTOJIPHBIE AHAJIOTH, OJIHAKO pacIIumpeHre (QyHKIHOHAIa
BIIEYET 32 CO0O0M OOJIBIIYIO CIOKHOCTh U MEHBIIIYIO 3alTUIIIEHHOCTb.

Jlaeko HE Bce TMPOU3BOIUTEIHM BBHIMYCKAIOT OOHOBIICHHSI,
3aKPBIBAIOIINE KPUTHUCCKHUE YSI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI IS O€30IMaCHOCTH MOOMIIBHOTO Telle(oHa:

1. Huyero He sBIseTcs TMO-HacTosIeMy OecIiaTHBIM. bynb
OCTOPOXXE€H, Bellb Korja Tebe TmpejiaratoT OecriaTHbBIN
KOHTCHT, B HEM MOTYT OBITh CKPBITBI KaKHWE-TO ILUIATHBIC
YCIIYTH;

2. Hymait, mpexae uem ornpaButh SMS, doro wnu Bugeo. Tol
TOYHO 3HAEIIb, TJI¢ OHU OYAYT B KOHCYHOM UTOTE?

3. HeoOXomuMo OOHOBJIATH OINEPAllMOHHYK) CHCTEMY TBOETO
cMapTdoHa;

4. Vicrionb3yil aHTHUBUPYCHBIC TNPOTPAMMBI JUISI MOOWIIBHBIX
TenedOHOB;

5. He 3arpy»xaii mpujioKeHUs1 OT HEU3BECTHOIO UCTOYHUKA, BEb
OHM MOTYT COAEpXaTb BPEAOHOCHOE  MPOrPaAaMMHOE
obecIrieueHue;

6. Ilocie Toro Kak Thl BBIMJICHIb C CalTa, TJI€ BBOJWI JIMYHYIO
uHopManuio, 3ald B HACTPOMKH Opay3epa H yAalIH
cookies;

7. lleppognyecku  TPOBEPSAM  KAKWE  IUIATHBIE  YCIYyTH
AKTUBUPOBAHbI HA TBOEM HOMEDE;

8. JlaBali cBOM HOMEp MOOWJIBHOrO Tele(pOoHA TONBKO JIFOMISIM,
KOTOPBIX Thl 3HACIIIL U KOMY JIOBEPSICIIIb;

9. Bluetooth momxen OBITH BBIKIIIOYEH, KOrJa THI UM HE
nosib3yenibes. He 3a0biBaii nHOT A MPOBEPSITH 3TO.



Online urpet
CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBaTHIBAOIIINE

pa3BiieueHHs, O0BESIUHIIONINE COTHU THICSY YEJIOBEK IO BCEMY MHUDY.
HUrpokn uccinenymT OaHHBI UM MHpP, OOIIAIOTCA APYT C JAPYIoM,
BBINOJIHSIOT 3aJIaHUsI, CPAXKAIOTCA C MOHCTPAMH U MOJYy4aroT ONBIT. 3a
yJA0OBOJIBCTBUE OHM IUIATAT: MOKYMNAIOT JUCK, OTUIAYMBAIOT A00OHEMEHT
WJIU TIPUOOPETAIOT KAaKKE-TO OMIIHH.

Bce st cpeactBa uayT Ha MOJJEp)KaHUE W Pa3BUTHE WUIPHI, a
Tak)k€ Ha camMy O0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI
aBTOPH3AIIMH, BBIITYCKAIOTCS HOBBIC MaTud (MUGPOBBIC 3aIIATKH JIJIS
IporpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momgoOHBIX HMrpax CTOMT oOmacaTtbCsi HE CTOIBKO CBOHX
CONEPHUKOB, CKOJIBKO KPa)Xd TBOETO IMapoJisi, HA KOTOPOM OCHOBaHa
CHCTEMa aBTOPH3AIUU OOJIBIITUHCTBA HUIP.

OcCHOBHBIE COBETHI IO 0E€30MaCHOCTH TBOETO HIPOBOTO

aKKayHTa:

1. Ecou gpyroit urpok BeAeT ceOs INIOXO WM co3daeT Tede

HEIMPUATHOCTHU, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxkanylicss agMUHUCTpATOpaM MUIPbl HA IIJIOXO€ MOBEICHUE
ATOrO0  WIPOKA,  JKEJIATeJbHO  MPUIIOKUTH  KAaKHE-TO
JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyio uHpopmMaIuio B mpodaiie urpel;
YBaxkail Ipyrux y4aCTHUKOB MO UTPE;

He ycranapnmBai HeoHIIMAIbHBIC TATYH U MOJBI,
Hcnone3yi CII0KHBIE U pa3HbIEC TTAPOJIH;

Jla>xxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka
ThI UTPACIIb, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

OUIIUHT WIK KPaXka JUYHBIX JTAHHBIX

OOBIYHON KpaXkel JeHeT U JJOKYMEHTOB CETOJIHS YK€ HUKOTO HE
YIWBUIIb, HO C PA3BUTHEM WHTEPHET-TEXHOJOTHUN 3JI0YMBIILICHHUKU
MNEPEMECTWIINCh B HUHTEPHET, MW  NOPOJAOKAT  3aHUMAThCA
TFOOMMBIMY» JICTIOM.

Tak mosiBUiIach HOBasg yrpo3a: MHTEPHET-MOIICHHUYECTBA WU
bumuHr, TIaBHasg I[edb KOTOPOTO COCTOMT B  IOJYYCHHUHU
KOHGUICHITMAIBPHBIX JAHHBIX MOJIb30BATEICH — JIOTHHOB U TapOoJIeH.

N o g bk~ w




Ha anrmuiickom si3pike phishing unraercs kak ¢ummar (ot fishing —
pBIOHAS JIOBJIS, PASSWOrd — mapoJib).

OCHOBHBIE COBETHI 0 60pb0E ¢ HUIIMMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. EciM TBI momo3peBaciiib, YTO
TBOS aHKeTa ObllIa B3JI0OMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATH
€ee M COoOOLIUTh aJAMUHHUCTpAaTOpaM pecypca o0 3TOM Kak
MOKHO CKOPEE;

2. Ucnone3yii 6e3onacHbie BeO-CalThl, B TOM YHCJIC, HHTCPHET-
MarasuHOB M ITOMCKOBBIX CHCTEM;

3. Mcnone3yii clioKHBIC M pa3HbIe Mapojii. Takum o0pazom,
ecu TeOs B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKHN TIOJydaT JOCTYII
TOJIBKO K OJHOMY TBOEMY HPO(]HIIIO B CETH, a HE KO BCEM;

4. Ecan 1e0s B3momaiau, TO HEOOXOAUMO MHPEAYINPEIUTH BCEX
CBOMX 3HAKOMBIX, KOTOPBIC J0OaBJICHBI Y T€OS B IPY3biX, O
TOM, 4TO TeOS B3JIOMajad W, BO3MOXHO, OT TBOETO HWMEHH
OyJIeT pacchuIaThCs CIIaM M CChUIKU Ha (DUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexkHbIH mapoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIFOYM coXpaHEHHe MapoJisi B Opaysepe;

7. He otkpeiBail aiinel U 1pyrue BIOKEHUS B MHCbMax Jlaxe
€CJIM OHU TMPHUIILIXM OT TBOMX Jpy3el. Jlydine yTouHH y HUX,
OTIPABJISUIN JIK OHU TeOe ITU (paiiibl.

udposas penyrarus

[udpoBas pemyramuss - 3TO HETaTHBHAs WA TO3UTUBHAs
nHpopmanuss B cetm o Tebe. Kommpomerupyromas wHGOpMAIUs
pa3MeIeHHas B MHTEPHETE MOXKET CEPbEe3HBIM 00pa3oM OTPa3UTHCSA
Ha TBoeW peanpHOM >xm3HU. «l{udpoBas pemyramms» - 3T0 TBOM
HMHJIK, KOTOPBIA opMupyeTcs u3 HHGpopMaIuu o Tebe B MHTEPHETE.

TBOE MECTO JKHTENBCTBA, Y4eObl, TBOC (PMHAHCOBOE IMOJIOKECHUE,
OCOOCHHOCTH XapakTepa M paccka3bl O OJU3KHX - BCE ITO
HaKaIIMBaCTCs B CETH.

MHoTrHe MOAPOCTKH JISTKOMBICJIEHHO OTHOCATCS K IMyOJIUKaIuu
TUYHOW wmH(popMmanuu B MHTepHeTe, HE TOHHMMAas BO3MOXKHBIX
nocieAcTBUU. Thl JOake HE CMOXKENIb J0rajaarbCsi O TOM, YTO
dbotorpacdus, pasMmelnieHHas S5 JeT Ha3zaa, cTajga NMPUYUHOM OTKasza
MPUHATH TeOs HA PadoTy.




KomMmenTapuu, pasmenienne TBouX ¢oTtorpaduii m apyrue
JEHUCTBUS MOTYT HE MCUE3HYTh JIaXKe MOCIIC TOTO, KaK Thl UX Y/AJIHIIIb.
Tel HEe 3HAEIIb, KTO COXpPaHWI ATy HH(POPMAIHIO, IONaia JU OHA B
MMOMCKOBBIC CHCTEMBI W COXPAaHWIACh JIM OHa, a TJaBHOE: YTO
MOAYMAIT O TeOe OKpY’KaroIee A, KOTOphle HAWAYT W YBHIAT
aT0. Halitn nadopmaiiuio MHOTO JIET CIIyCTS CMOXKET JII000H - KaK U3
T00pBIX MOOYXACHUHN, TaK U ¢ HAMEPCHHEM MPUYUHHUTH BpEd. IJTO
MOJKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3aIIUTE TU(DPOBOH peITyTaIUu:

1. Tlogymaii, mpexae yeM 4To-TO MyOJIMKOBATh W MEpeaaBaTh y

ce0s B OJ10re WIIM B COIMAIBLHON CCTH;

2. B HacTpolikax nmpoduiIsi yCTaHOBU OTPAaHUYCHUS HA TIPOCMOTP

TBOCTO TPODHIIA W €ro COACPKUMOTO, CJAeNiall €ro TOJbKO
WIS ApYy3eh»;
3. He pa3mMemaii u He yka3bIBaili HH(GOPMAIUIO, KOTOpass MOYKET
KOT'0-THOO OCKOPOJISATH UM OOMXATh.
ABTOPCKOE MPaBo

CoBpeMeHHBIE  IIKOJIBHUKH- aKTHUBHBIE  TIOJB30BATEIIU
mudpoBoro mpoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, 4YTO
MI0JIb30BAaHHE MHOTHMH BO3MOXKHOCTSAMHU IM(poBOro Mmpa Tpedyer
COOJIIOJICHUS IIPaB HAa HHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH «MHTEUIEKTYyaIbHAs COOCTBEHHOCThY» OTHOCHUTCS K
Pa3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO yMa, HauWHAas ¢ HOBBIX
M300peTEeHNI U 3HAKOB, 0003HAYAIOITUX COOCTBEHHOCTH HA MPOYKTHI
U yCIIyTH , ¥ 3aKaHYMBasi KHUTaMu, GoTorpadusiMu, KHHODUIEMaMU U
MY3bIKQJIbHBIMHU TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha HWHTEIUICKTYyaIbHYIO
COOCTBEHHOCTh Ha TPOW3BEACHUS HAYKH, JIUTEPATYPhl U MCKYCCTBA.
ABTOpPCKHE TIpaBa BBICTYIIAIOT B KAa4eCTBE TapaHTUH TOTO, 4YTO
WHTEJUICKTYaJIbHBINH/TBOPYSCKUH TPy aBTOpa HEe OyAeT HAlpacHBIM,
JaCT €My CIIpaBeUIMBBIE BO3MOXKHOCTH 3apa00TaTh HA pe3yibTaTax
CBOETO TpyJa, MOJYYUTh HW3BECTHOCTh W TMpu3HaHWe. Hukro 06e3
pasperieHusl aBTopa HE MOXET BOCIPOU3BOJHUTH €ro MPOU3BEICHUE,
pactpoCTpaHiaTh,  MyOJWYHO  JEMOHCTPUPOBATh,  MPOJABATh,
HMIIOPTHPOBATh, IyCKaTh B MPOKaT, MyOJWYHO HCIOJIHATH,




MOKa3bIBATh/UCIIOJIHATE B 3(upe uiu pazmeniats B IHTepHETE.

Hcnonw3oBanue «mupaTcKOro» MPOTPaMMHOTO oOOecreyeHus
MOJKET IPUBECTH K MHOTUM PHUCKaM: OT IOTEPU JAHHBIX K TBOUM
aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, IJle¢ YCTAHOBJICHHBIN
HE JerajbHas mnporpamma. He crouT Takxke 3a0bIBaTh, 4YTO
CYILIECTBYET JIeTaJdbHbIE U OECIUIaTHBIE MPOrPAMMBI, KOTOPHIE MOKHO
HAWTH B CETH.
O noprane

CeteBu4oK.pd - TBOH TJIABHBIN COBETYMK B CETHU. 3/1€Ch ThI
MOJKEIIb y3HATh O OE30MAaCHOCTH B CETH MOHSATHBIM U JJOCTYITHBIM
SI3IKOM, & TP BOSHUKHOBEHUHU KPUTUUECKON CUTYyaIluu 0OpaTUTHCS
3a COBETOM. A Tak)Ke MPUHSTh Y4aCTHE B KOHKYpPCAaX U CTaTh CaMbIM
1M (DPOBBIM T'PAKTAHTHOM !









